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REPORT DETAILS 

BACKGROUND 

 
The Clark County Business License Department was established in 1979 and has various responsibilities, 
which are carried out to safeguard the public health and safety of unincorporated Clark County residents 
via the licensure of businesses operating within its jurisdiction.  The department issues business licenses 
based upon the type of business activity and the location of the business.  Each business license 
application that is issued by the department is subject to land use approvals by Comprehensive Planning 
and Public Safety Inspections by applicable County agencies.  Additionally, some license categories 
require criminal history and financial suitability background investigations. 
 
The Business License Department implemented the CLIPS application in 2002 to assist with licensing 
management which includes receipting and payment processing.  
 
On November 7th, 2000, the voters of the State of Nevada passed an initiative amending Article 4 of the 
Nevada Constitution to allow for the use of marijuana for medical purposes.  The 2013 Session of the 
Nevada State legislature passed, and the Governor signed into law Senate Bill 374 which amended 
Nevada Revised Statute (“NRS”) 453A by “providing regulations to allow for medical marijuana 
establishments to operate within the State of Nevada for the purpose of providing medical marijuana to 
persons with certain medical conditions or to primary caregivers of such persons.” 
 
In November, 2016, Nevada voters approved a ballot question to allow recreational marijuana sales and 
use, which was approved as a law by the 2017 Legislature, added to NRS under section 453D – 
Regulation and Taxation of Marijuana.  On July 1, 2017, appropriately licensed medical marijuana 
businesses began to sell recreational marijuana. 
 
There are currently 26 medical marijuana dispensaries operating in Unincorporated Clark County, 
Nevada, of which 25 dispensaries are licensed for recreational sales. 
 
There are unique challenges to regulating and collecting license fees from marijuana businesses, 
because it remains illegal at federal level.  For example, marijuana businesses have difficulty accessing 
traditional banking institutions, so many conduct the majority of their business by cash due to federal 
banking restrictions.  
             
For the period July 1, 2017 through September 15, 2017, Business License receipted and reported a total 
of $176,002,554 in total revenues  
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OBJECTIVES, SCOPE, AND METHODOLOGY 

 
The objectives of this audit were to: 
 

• Determine whether controls are adequate to safeguard cash on initial collection and prior to 
deposit; 

• Determine whether the location of cash intake is reasonable for large cash deposits; and 
• Assess whether computer access is provided to authorize users appropriate to their assigned 

duties and in accordance with Clark County Technology Directive No. 1. 
 

To accomplish our objectives, we conducted a preliminary survey that included reviewing applicable 
policies, procedures and statutes.  We interviewed staff and performed walkthrough observations of 
Business License’s office to identify key areas and operations.  Based upon the information and risks 
noted during our preliminary survey and staff discussions, we developed our audit program. 
 
The audit period covered transactions from 7/1/2017 – 10/31/2017.  Our scope was primarily limited to 
income related to marijuana businesses, although the internal control recommendations apply to all 
revenue in the Business License Department. 

 
In order to achieve our objective we performed the following: 
 

• Identified and reviewed controls over receipting and cash handling functions to determine that 
controls are adequate.  

• Reviewed the deposit and recording process and safe procedures.   
• Selected a statistical sample of 61 receipts during the audit period for testing.  We then used 

professional judgment to select each item over $50,000, and selected items less than $50,000.  
For each receipt, we obtained the License Renewal forms and traced the amount reported to 
the receipt and deposit package by receipt date, receipt number, amount, and payment type.  
We traced the funds from receipt to deposit and posting in the County’s general ledger.  

• We determined the total of all cash receipts taken in by Business Licenses and the cash receipts 
related only to marijuana licenses for the month of October 2017 and reviewed what amounts 
were left in the safe overnight.  

• We used professional judgment to select 3 items returned for non-sufficient funds to determine 
they were timely and properly recorded in CLIPS and SAP, the county’s enterprise management 
software, and that they were subsequently collected.  

• We selected all 10 edited or voided receipts over $1,000 for marijuana licensees during the 
period.  For each void, we attempted to verify whether the void was appropriate and approved 
in accordance with departmental procedures.  



    
Business License Cash Controls  October 2018 

 

 - 4 - 

• Reviewed all marijuana licensees with no fees paid for appropriateness.  
• Performed an observation of marijuana cash intake to determine if controls are adequate.  
• We reviewed the cash short and over general ledger account to determine whether deposits are 

recorded and clearing through in a timely manner.  
• Identified and reviewed controls over the processing of business licenses to determine that 

controls are adequate.  
• Reviewed and identified application controls over CLIPS to determine whether the controls are 

adequate and in place.  
• Reviewed all users with access to revenue related functions in the Business License application 

and evaluated compliance with Clark County Information Technology Directive 1.  
 
Our review included an assessment of internal controls in the audited areas.  Any significant findings 
related to internal control are included in the detailed results.  The last day of fieldwork was April 26, 
2018. 
 
While some samples selected were not statistically relevant, we believe they are sufficient to provide 
findings for the population as a whole. 
  
We conducted this performance audit in accordance with generally accepted government auditing 
standards.  Those standards require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives.  
We believe that the evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 
 

CONCLUSION 
 
The Clark County Business License Department needs to implement additional controls to safeguard 
revenue.  During our review we found the following: 
 

• Voids and adjustments to receipts have insufficient documentation and are not monitored by 
supervisors; 

• Deposits are not made the same day that funds are collected and change banks are excessive;  
• Certain Business License accounts are not adequately reconciled to the County’s financial 

system; 
• Security over user access for the application (CLIPS) used by Business License does not comply 

with County guidelines; and 
• The location of the department is not conducive to the increased traffic and security 

requirements of licensees paying fees in person. 
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Each finding includes a ranking of risk based on the risk assessment that takes into consideration the 
circumstances of the current condition including compensating controls and the potential impact on 
reputation and customer confidence, safety and health, finances, productivity, and the possibility of 
fines or legal penalties.  
 
Auditee responses were not audited and the auditor expresses no opinion on those responses. 
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FINDINGS, RECOMMENDATIONS, AND RESPONSES 

FINDING 1 – VOIDS AND EDITS TO RECEIPTS HAVE INSUFFICIENT DOCUMENTATION 
AND ARE NOT MONITORED BY SUPERVISORS (HIGH) 
 
During our testing we found that the receipts issued by the Business License Department can be voided 
and/or edited without supervisory approval.  The brief reason noted in the void/edit report is not 
sufficient to fully explain/support the void or edit made.   
 
Supervisory review and approval of voided or edited transactions, including the reason for the change, 
are necessary to detect inappropriate voids or corrections that could indicate errors or theft.  We also 
found that cashiers have the ability to edit any information on a receipt with the exception of the date, 
and the receipt number can be re-used for a different licensee.  This makes it very difficult to account for 
all receipted transactions.   
 
RECOMMENDATION 

1. Require cashiers to document the reason for the void/adjustment that will provide support for 
the adjustment.   

2. Implement a procedure to regularly review adjustments. 
 
MANAGEMENT RESPONSE 
We agree with the finding and recommendations. 
 
In consideration of the current staffing level and priorities, Business License recognizes the need to 
strike a balance between productivity and efficiency while maintaining a high degree of internal control 
standards. Voids and edits to licenses are necessary to promptly correct any clerical error in the fee 
posting.  As ideal as it would be to have the supervisor approve each and every error correction prior to 
committing the transaction, it would not be the effective use of time as it is physically impossible to be 
present every time when the transaction is occurring.  However, we review system error correction 
reports on a regular basis.  Business License has implemented a manual but more formalized process of 
reviewing the edits and voids to the license on a daily basis which requires more documentation 
requirements to support the edit/void transaction. This updated detection control procedure was in 
place effective October 2017.  As we embark on a CLIPS modernization project, the supervisor override 
will be built into the system and will be a priority in our statement of work. 
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FINDING 2 – DEPOSITS ARE NOT MADE THE SAME DAY THAT FUNDS ARE COLLECTED 
(HIGH)  
 
We noted that large cash deposits are retained in the safe overnight and deposited the following 
business day.  Friday receipts are not deposited until the following Monday, and are kept in the safe 
over the weekend.   
 
Cash is always at risk of theft or misappropriation.  Leaving large cash amounts overnight and for 
multiple days in the safe increases the risk and potential loss. 
  
RECOMMENDATION 

1. Make deposits more frequently during high volume periods, ensuring only minimal amounts of 
cash remain in the safe overnight or over the weekend or holidays. 

 
MANAGEMENT RESPONSE 
Business License has been evaluating the recommendation of having various pick up times to include the 
current day deposits as it relates to the manpower complement, additional cost of pickup and overtime, 
current daily deposit reconciliation procedures and risk associated with increased LOOMIS presence in 
the area. 
  
If Business License makes changes as proposed by Internal Audit by allowing multiple pickups during the 
day to include the current day’s deposit, this would mean taking time away from the two (2) cashiers 
who are attending to the marijuana appointments in order to make themselves available for LOOMIS’s 
arrival.  With the current manpower complement of four (4) cashiers, whereby two (2) are already 
assigned to the marijuana cash intake, it would be a major disruption to the ongoing marijuana 
appointments if the cashiers were to constantly leave the cash room in order to make the transfer with 
LOOMIS.  It is also detrimental to the operations to lose sight and focus between these two vital 
elements (cash deposits and cash intake) in the marijuana cash payment process.   
 
Since LOOMIS could only give us a window time of 2-3 hours, it is very difficult to block a time in the 
appointment calendar during the day.  Aside from the foregoing, there is also risk associated with 
increasing LOOMIS presence in the area and might trigger further speculations of our daily cash flow 
that could entice unscrupulous individuals to probe our cash operations. Additionally, the bank has 
imposed certain restrictions as to the amount of cash that LOOMIS can carry on a single transfer of 
deposit which result in multiple transfers in a single LOOMIS visit. 
 
Secondly, if the goal is to leave zero to minimum cash by making an end of day pickup, this would entail 
for two (2) cashiers and a supervisor to make the deposit including a security personnel to be on 
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premises during the after-hour pickup scheduled from 5:00 PM to 8:00 PM; thus incurring overtime to 
three (3) personnel until LOOMIS’s arrival.  
 
We have mitigated and diminished the risk factor, by limiting the appointment schedule from Mondays 
thru Thursdays, to make sure only minimum cash is left overnight in the safe on Fridays and on 
weekends. We’ve also contacted the stakeholders of the marijuana facilities to make pre-appointments 
where they are sporadically scheduled to come in during the first 10 days of the marijuana payment 
period. Further, this department has reinforced internal control measures by tightening the access to 
the large cash deposits and implementing the dual control access to the dual-locked vault which is inside 
a restricted cashier area with badge access only.  
 
  



    
Business License Cash Controls  October 2018 

 

 - 9 - 

FINDING 3 – CERTAIN BUSINESS LICENSE ACCOUNTS ARE NOT ADEQUATELY 
RECONCILED TO THE COUNTY FINANCIAL SYSTEM (HIGH)  
 
While determining that all revenue (which includes marijuana license receipts) is recorded, we noted 
that Business License accounts are not adequately reconciled between the department financial system 
(CLIPS) and the County’s financial recording system.  Automated Clearing House (“ACH”) and credit card 
transactions represent the most significant portion of revenue receipts, except for collection of cash 
from marijuana licenses.  Business License does not reconcile these deposits in transit/outstanding 
receipts for ACH and credit card transactions from CLIPS to the cash short/over general ledger account 
(used as a clearing account) to ensure that all amounts are recorded accurately and that the bank 
provided the appropriate credits.  This lack of reconciling led to a significant overage residing in the cash 
short and over general ledger account for an extended period without being identified and corrected.  
The unreconciled amount in the cash short/over general ledger account as of 10/31/2017, the end of 
our audit period, was $980,874.  
 
The funds in the cash short and over account remain in the General Fund.  Therefore, errors in the cash 
short and over account affect cash flow, but do not affect allocations of funds to other entities unless 
there is a balance shortage in the account.   
 
RECOMMENDATION 

1. Work with the Clark County Comptroller’s Office to develop a procedure to reconcile CLIPS and 
the cash over/short (clearing) account on a monthly basis. 

2. Work with the Comptroller’s department to identify and correct any errors made in the cash 
short/over account and adjust the account to the proper balance.   

 
MANAGEMENT RESPONSE 
Business License agrees with the recommendation to coordinate and cooperate with the Clark County 
Comptroller’s Office to develop a procedure to reconcile our system cash/over short clearing account on 
a monthly basis.  Just to clarify, that the balance of $980,874 in the over/short account as of 10/31/17 is 
a carryover amount from prior years balance and is not from the current audit period of 07/01/2017 to 
10/31/2017. The Office of the Comptroller attested that a significant portion of the over/short balance 
amounting to $610,963 is due to a misclassification posting error in FY2016 involving two (2) GL 
accounts. Since this is a prior year reconciling item involving the same fund, there is no need to make an 
adjustment entry and this should bring the unreconciled amount down to $369,911. Further, this is not 
an actual cash short/over amount that affects the marijuana revenue collected by the department since 
marijuana licenses are not paid by ACH or credit card. 
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FINDING 4 – THE LOCATION OF THE DEPARTMENT IS NOT CONDUCIVE TO THE 
INCREASED TRAFFIC AND SECURITY REQUIREMENTS OF LICENSEES PAYING FEES IN 
PERSON (HIGH)  
 
The Government Center is open to the general public during normal business hours.  During those times, 
citizens are free to walk around the building, attend public meetings, conduct business, eat in the 
cafeteria, attend events in the amphitheater, or visit art exhibits.   
 
Cash deposits should be adequately safeguarded both for the individuals transporting the deposits as 
well as peripheral members of the general public and Government Center employees present in the 
vicinity of the cash being transported.  We believe that there will be a continued increase of cash during 
the months quarterly payments are due.   
 
RECOMMENDATION 

1. Provide additional security on days with heavy traffic. 
2. Relocate collections done by appointment to the Treasurer’s Office. 

 
MANAGEMENT RESPONSE 
A broader discussion with the County Manager’s Office is further warranted.  
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FINDING 5 – PERMISSION CODES/SEGREGATION OF DUTIES NOT CLEARLY DEFINED 
AND PASSWORDS DO NOT COMPLY WITH COUNTY GUIDELINES (MEDIUM)  
 
Permission codes in the CLIPS application are assigned on an as needed basis to perform assigned job 
duties.  However, Business License does not know what specific access is allowed by permission codes 
assigned to users.  Therefore, users may have more access than necessary to perform their job functions 
or may have access to functions that create segregation of duties concerns.  There is a potential that 
users may have access to areas and perform unauthorized transactions that could lead to fraud and 
theft. 
 
Further, the CLIPS application does not require special characters for passwords.  This allows users to 
select less complex passwords to protect access to the application, with the potential for a person who 
is not unauthorized to access the application or certain transactions by guessing a user’s password.   
 
Permission codes and passwords do not comply with the Clark County Information Technology Security 
Directive, which states: 
 

Information Technology Directive 1: IV. Procedures, B. Access 
“All users of County Computing Systems and Networks will be provided the least amount of 
access to data and information and associated network and server access based on a business 
“need-to-know” basis. Users will be granted the minimum amount of access privileges required 
to successfully fulfill their official assigned duties and job requirements. Where users require 
greater access privileges, a stronger system of access controls will be implemented.” 
 
Information Technology Directive 1:   IV. Procedure, C. System Access Control, 2. 
Authentication, b. User Accounts 
“Authorized user access to County Computing Systems and Networks must be controlled on the 
basis of rights and permissions that are assigned to each user or group. Each authorized user or 
group shall be granted the minimum set of rights and permissions necessary to accomplish their 
assigned departmental tasks. Users who are granted access to excluded/exempt data or 
information are subject to a background check conducted by Human Resources.” 
 
Information Technology Directive 1:   IV. Procedures, C. System Access Control, 2. 
Authentication, a. Passwords 1. 
“User passwords must be at least eight characters in length and consist of two or more of the 
following: capital letters, lower case letters, numbers, and special characters (%*$@!). User 
passwords should not include common names or phrases, proper names or dictionary words. 
User passwords must be changed every ninety (90) days and may not be reused for at least ten 
(10) password change periods.”  
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RECOMMENDATION 

1. Clearly define permission codes for user access in order to adequately segregate duties. 
2. Password configuration to allow for special characters should be considered for CLIPS updates 

or future applications. 
 
MANAGEMENT RESPONSE 

We agree with the finding and recommendations 
 
Business License’s current system, Comprehensive Licensing and Information Processing System 
(CLIPS), was installed in 2002.  During the implementation process, administrative documentation 
relating to permissions was developed.  However, during the life cycle of CLIPS, various system 
changes and enhancements have resulted in additional permission codes which were not clearly 
documented. As a resulted, the system administrator manually verifies access rights in a test 
environment. The Business License Department will coordinate with MicroPact (CLIPS vendor) to 
determine the feasibility of producing a detailed matrix of permissions by roles and modules.    

 
In addition, we must also point out that CLIPS has an inherent limitation regarding role based 
permissions.  CLIPS does not allow field-level security but rather utilizes modular role based security 
at a screen level. As a result, we are not able to customize permissions to only provide access to 
fields that are specifically needed to complete a work task.  This limitation has impacted our ability to 
streamline and reengineer processes while still maintaining adequate system controls.    
 
Furthermore, CLIPS does not allow the use of special characters for password creation.   
 
The Business License Department is currently in the process of modernizing CLIPS.  As part of this 
project we will ensure that the upgraded system: (1) includes field level security, (2) clearly defined 
permission codes, and (3) complies with the password security stipulated in the Clark County 
Information Technology Directive 1. 
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FINDING 6 – LOG IN REPORTS DO NOT EXIST AND INACTIVE USER ACCOUNTS NOT 
DISABLED (MEDIUM)  
 
The CLIPS system does not produce a log-in report and monitoring of log-in activity is not performed.  
Additionally, inactive accounts are not disabled after 60 days.  During our testing we found 8 active 
accounts, including three accounts belonging to former employees.  Business License stated that they 
keep accounts active, but with no access due to the way the workflow within the system. However one 
of the employees retired in March of 2016, but the user account was still active.  Five of the accounts 
had expired passwords, and appear to be generic accounts, which are not allowed by County policy.  
These areas do not comply with the Clark County Information Technology Security Directive, which 
states: 
 

Information Technology Directive 1:   IV. Procedure, M. Security Monitoring, 3. Monitoring 
and Reporting, c. Log-in Monitoring 
“County Computing Systems and Networks logs will be monitored for exception anomalies. 
Systems shall be deployed to: Log user access to network components, critical systems, and 
systems that create, collect, process, store, and transmit excluded/exempt data and information; 
to record and report any failed login attempts; and provide immediate notifications for response 
to potential network and critical applications breaches of security. The following attempted 
access activities shall be monitored and recorded: Logons and logoffs; failed logon attempts; 
failed file access attempts; and all privileged user actions. Weekly exception reports must be 
generated.” 

 
Information Technology Directive 1: IV. Procedure, B. Access, 2. Access Authorization, b. 
Voluntary/Involuntary Access Termination. 
“Voluntary/Involuntary Access Termination. All access privileges to the County Computing 
Systems and Networks must be immediately terminated under the following circumstances: 
When Human Resources provides notification that a user will be terminated from employment, 
whether voluntarily or involuntarily; and when Finance provides notification that a 
vendor/contractor's or other third party's contractual relationship with the County will be 
terminated, whether voluntarily or involuntarily. However, if the access of a user, 
vendor/contractor, or third party is being involuntarily terminated, the access shall be 
terminated prior to the user or third party being notified of termination.” 
  
Information Technology Directive 1:   IV. Procedure, C. System Access Control, 1. 
Identification, b. Disabling User IDs. 
“User IDs must be disabled immediately for any individual who is no longer affiliated with the 
County or for any individual who has otherwise lost authorization for access to County 
Computing Systems and Networks. User IDs for employees of the County on a leave of absence 
for prolonged personal or health reasons must be disabled on the first day of leave. The User ID 
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will be reinstated upon official notification that the employee has returned from leave. User IDs 
that remain inactive for a period of time exceeding 60 days must be disabled. User IDs that 
remain inactive for a period of time exceeding 90 days must be deleted.”  

 
Inactive accounts that stay active could expose the system to unauthorized access or used to perform 
unauthorized transaction.  Without a report that captures log-in activity it is not possible to review for 
unusual/inappropriate activity.   
 
RECOMMENDATION 

1. Create log in reports and review log for unusual activity in accordance with Information 
Technology Directive 1. 

2. Create and review a weekly report of inactive accounts. 
3. Implement procedures to remove user access in accordance with the IT directive. 

 
MANAGEMENT RESPONSE 

We agree with the finding and the recommendations. 
 
Business License will request that the Information Technology (IT) Department develop reports 
tracking log in activity and inactive user accounts.   
 
In addition, we will implement a formal procedure addressing the review of user accounts.  In as 
much as we believe a formal procedure is warranted, we also want to point out that the department 
uses various standard forms to ensure proper authorization and access to CLIPS.  Furthermore, we 
actively review and modify CLIPS user accounts.   
 
We also want to provide additional information relating to the eight active accounts identified in the 
finding, as well as, specifically addressing the active account relating to the employee that retired in 
2016.  First, we want to emphasize that the identified former employee’s active status accounts had 
a no access designation which prevented users from logging into the system.  Secondly, due to CLIPS 
system limitations, these user accounts were purposely kept in an active no access status.  The CLIPS 
system does not allow: (1) the reassignment of a workflow item to another employee when it is not 
in the originator’s (former employee) basket and (2) the inclusion of terminated user account 
activity in system generated performance calculations.  The latter weakness relates to the employee 
that retired in 2016. A request was made to terminate the account, subsequently it was determined 
that termination would alter the calculation of division performance.  As it relates to the active 
generic accounts, the accounts were utilized for: (1) system testing and (2) performance of specific 
work tasks that require separate permissions.   The formalized procedure discussed above will 
address the review of test accounts.   
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As part of the CLIPS modernization project we will ensure that the future system upgrade: (1) allows 
field level security, and (2) utilizes best practices associated with user account management.   
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FINDING 7 – CHANGE BANKS CAN BE REDUCED (LOW)  
 
During our observations we also noted that the cashiers’ change bank balances are set at $500, an 
amount higher than needed to process customer transactions.  Typically, cashiers only take in between 
$200 to $900 in cash per day at the window.  Having more cash than needed in cashier change banks 
increases the risk and potential loss. 
 
RECOMMENDATION 
 

1. Reduce cashier change banks to the minimum amount needed to process regular business 
customer transactions. 

 
MANAGEMENT RESPONSE 
Business License respectfully requests to retain the current change bank as the amount is quite 
immaterial as it relates to the total cash transactions processed by the cashiers. Inherent cash control 
procedures are in place that accounts for all change fund at the beginning and at the end of the day and 
are subjected to random periodic audits and with no reported loss or misuse of this asset over the years 
since its approval by the Board of County Commissioners.  This finding does not impact the marijuana 
cash receipts as there is a separate procedure in regards to processing large cash deposits.  The large 
marijuana cash deposits are not comingled with the daily change banks at any point in time. Business 
License will continue to monitor the current change bank as it relates to our daily cash needs. 
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